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Summary

The rules laid out in ET Docket No. 15-170 should not go into effect as written. They would cause
more harm than good and risk a significant overreach of the Commission’s authority. Specifically, the
rules would limit the ability to upgrade or replace firmware in commercial, off-the-shelf home or
small-business routers. This would damage the compliance, security, reliability and functionality of
home and business networks. It would also restrict innovation and research into new networking

technologies.

We present an alternate proposal that better meets the goals of the FCC, not only ensuring the desired
operation of the RF portion of a Wi-Fi router within the mandated parameters, but also assisting in the
FCC’s broader goals of increasing consumer choice, fostering competition, protecting infrastructure,

and increasing resiliency to communication disruptions.

If the Commission does not intend to prohibit the upgrade or replacement of firmware in Wi-Fi

devices, the undersigned would welcome a clear statement of that intent.



Introduction

We recommend the FCC pursue an alternative path to ensuring Radio Frequency (RF) compliance from
Wi-Fi equipment. We understand there are significant concerns regarding existing users of the Wi-Fi
spectrum, and a desire to avoid uncontrolled change. However, we most strenuously advise against
prohibiting changes to firmware of devices containing radio components, and furthermore advise
against allowing non-updatable devices into the field. Doing so would block efforts to address serious
ongoing problems with the Internet infrastructure. Instead, we propose the FCC mandate best practices

for software development, and that the FCC mandate that the Wi-Fi vendors:

e Provide public, full, and maintained source code for review and improvement
e Assure that secure firmware updates are available and under owner control
e Address known security vulnerabilities in source and binary within specific time frames

e Be made aware that noncompliance could result in decertification.

These points are expanded upon below, in the section labeled, “An Alternate Approach”.

Background

Wi-Fi routers are an area of rapid innovation. These devices play an essential role in home and small
business networks, and are responsible for the integrity of these networks: a vulnerable router leads to a
vulnerable network. Despite the importance of these devices, most home router vendors lack the
financial incentive to improve home router functionality, security and performance. This is a result of
the current economic climate, where there is no market feedback for vendors with higher-quality

products to increase prices or offer ongoing maintenance.

As a result, the academic community, the Free and Open Source Software Community (FOSS), and the
Internet Engineering Task Force (IETF) have all joined forces to pick up the slack. For over four years
we have been resolving these problems by releasing standards-conformant router software to the

public. Work produced by academics and open source developers in these areas is often adopted by



Wi-F1 vendors in subsequent products. This proof-of-concept work simply would not be possible

without the ability to update the firmware on Wi-Fi routers.

We believe the ability to replace the firmware of Wi-Fi devices will be in jeopardy following the
implementation of the rules proposed in ET Docket No. 15-170. While the proposed rulemaking does
address concerns for modular transmitters operating in licensed use, it will also create an array of
problems. The rulemaking may protect portions of the radio spectrum against non-compliant consumer
routers, but will result in the loss of vital work in the public interest. The rulemaking also risks
permanently locking in place buggy and insecure software. Recent examples, most notably the
Volkswagen emissions scandal, very clearly shows that having closed systems whose operation cannot
be inspected is exactly the opposite of what is needed: Only by having software systems be open,

inspectable, and verifiable by the owner of the equipment can compliance be ensured.

Some FCC guidance to the proposed rulemaking asks router vendors to “describe in detail how the
device is protected from ‘flashing’ and the installation of third-party firmware such as DD-WRT.” This
is exactly backwards; the options provided by projects like OpenWrt are the only realistic hope of
addressing the severe problems with the present network and installed base. Many improvements have
already been made and delivered in Internet security, IPv6 capability, code correctness, and network
performance via the “WRT” family of open-source router operating systems: OpenWrt, DD-WRT,

CeroWrt and derivatives.

Our Concerns with Today’s Wi-Fi Routers

The United States has hundreds of millions of commercial off-the-shelf routers in homes, small
businesses, and enterprises. These routers, installed over the last 15 years, have all passed FCC

certification, but still have many severe software flaws, and as we note below, compliance failures.

Insecure Router Implementations
Most home routers ship with outdated software that is usually four or more years out of date. Too often,

the firmware is known to be insecure at FCC certification time. This issue was highlighted by



Independent Security Evaluators (ISE),! which demonstrated multiple vulnerabilities in common
routers, which can be exploited without active user participation. Other security researchers have
presented similar results.? Recently, in August 2015, a brand-new router was found to have a critical

vulnerability that could compromise user data or allow an attacker complete control of the device.’

The economics of the present day home router market suggests the security situation is unlikely to
change,’ ° which makes the ability to install corrected, open firmware essential for the future safety and

integrity of the Internet.

Lack of Functionality and missing ongoing support

Most Wi-Fi routers, even the newest ones, do not or only barely support IPv6, with poor
implementations of IPv6 leading to problems with interoperability6. Few vendors are tracking the
developments of IETF working groups, and nearly none are working on retrofitting their previously
shipped products. Furthermore, we are not aware of any COTS Wi-Fi routers that correctly implement

the Domain Name System Security (DNSSEC) specification, which protects against DNS attacks.

Inability to Verify Proper Operation

The recent Volkswagen case shows that using closed and uninspectable source code can lead to devices
(vehicles) operating out of specification. Similarly, the inability to inspect the RF-controlling source
code of routers makes it impossible to determine whether they are operating within specifications under

all circumstances.

Inability to Correct/Improve Operation
Under the proposed rulemaking, owners of non-compliant devices would be unable to make repairs.
This directly conflicts with the principle that it is the owner’s responsibility to ensure that a device

meets operation regulations.

https://securityevaluators.com/knowledge/case studies/routers/soho router hacks.php

and https://securityevaluators.com/knowledge/case studies/routers/soho_service hacks.php

https://www.defcon.org/images/defcon-18/dc-18-presentations/Heffner/DEFCON-18-Heffner-Routers.pdf

Belkin N600 DB Wireless Dual Band N+ router contains multiple vulnerabilities
http://www.kb.cert.org/vuls/id/201168

https://cyber.law.harvard.edu/events/luncheon/2014/06/gettys

https://www.schneier.com/essays/archives/2014/01/the internet of thin.html

See http://mailman.nanog.org/pipermail/nanog/2015-October/079755.html and subsequent messages



https://securityevaluators.com/knowledge/case_studies/routers/soho_router_hacks.php
https://securityevaluators.com/knowledge/case_studies/routers/soho_service_hacks.php
https://www.defcon.org/images/defcon-18/dc-18-presentations/Heffner/DEFCON-18-Heffner-Routers.pdf
http://www.kb.cert.org/vuls/id/201168
https://cyber.law.harvard.edu/events/luncheon/2014/06/gettys
https://www.schneier.com/essays/archives/2014/01/the_internet_of_thin.html
http://mailman.nanog.org/pipermail/nanog/2015-October/079755.html

Work by the IETF, FOSS members, and the CeroWrt Project

The undersigned are experts in modern software engineering and networking technologies. We are
deeply familiar with best practices for software development, network deployment, and Internet

security.

The IETF is the group of network professionals who developed the Internet, and whose continuing goal
is “to make the Internet work better.”” They are deeply knowledgeable about networking best practices,

and the design of future capabilities.

The FOSS community is a group of software experts who collaborate to produce software that is
generally available at no cost, and without restrictions on its use.® Volunteers and paid professionals

work on FOSS projects to build useful software.

These groups would not be able to collaborate without access to free and open tools and inexpensive
equipment (e.g. commercial, off-the-shelf Wi-Fi routers). With the use of these open source tools,
research teams are able to gain new insights into network phenomena and improve network operation
for the public. Projects such as OpenWrt, CeroWrtg, DD-WRTw, Tomato“, Gargoylelz, and others

operate in much the same collaborative fashion.

The CeroWrt Project

Members of the CeroWrt router research project have worked over the past four years to improve
network performance under load. Many network connections perform for a single user, but break down
when more than one user shares the network connection. This project—made possible only by entirely
open and modifiable firmware—had a breakthrough in 2012, speeding up the edge of the Internet often

by an order of magnitude or more under load.

7 IETF: http://ietf.org/

8 FOSS: https://en.wikipedia.org/wiki/Free_and_open-source_software

9 CeroWrt Home page:_http://cero2.bufferbloat.net/cerowrt/ wiki: http://www.bufferbloat.net/projects/cerowrt

10 DD-WrT Home Page: http://dd-wrt.com

11 Tomato Home Page: http://www.polarcloud.com/tomato

12 Gargoyle Router Home Page: https://www.gargoyle-router.com



http://ietf.org/
https://en.wikipedia.org/wiki/Free_and_open-source_software
http://cero2.bufferbloat.net/cerowrt/
http://www.bufferbloat.net/projects/cerowrt
http://dd-wrt.com/
http://www.polarcloud.com/tomato
https://www.gargoyle-router.com/

The problem is called “Bufferbloat”B, and the best known current solution, developed through the
work of the CeroWrt project, is an algorithm called “fq_codel”M. Bufferbloat causes poor network
performance for voice, video-conferencing, gaming, DNS and web traffic. It is easily tested for'®, and
due to legacy home router equipment and slow adoption by router vendors and ISPs, bufferbloat is still

at epidemic proportions across the edge of the Internet .

Fq_codel has been shown to work extremely well on wired packet transports (DSL, cable, fiber,
ethernet), and can provide substantial improvements to point-to-point wireless links. Standardization
efforts for fq_codel are nearly complete within the IETF “agm” working group, and work is in progress

for a successor algorithm, “cake””, which addresses a few edge cases that fq_codel did not.

The work on CeroWrt and fq codel was instrumental in Apple’s recent decision to enable “Explicit
Congestion Notification” (ECN) across their IOS and OSX operating systems, making possible

loss-free, low latency, and congestion-controlled network video transfers .

In summary, the CeroWrt team made an important research contribution to solve the Bufferbloat
problem, a contribution that would not have been possible without the ability to flash and update

custom firmware against many brands of routers.

Making Wi-Fi Fast

The CeroWrt team is now working on the Make-Wifi-Fast projectlg, which will vastly improve Wi-Fi
functionality, particularly when multiple stations are in use, using open, unpatented, and
standards-compliant algorithms and protocols. This work can be incorporated into new Wi-Fi products,
and can be retrofitted into hundreds of millions of non-locked existing products. This is all within the

existing capabilities of Wi-Fi, and does not affect regulatory compliance.

13 Bufferbloat: http://www.bufferbloat.net/projects/cerowrt/wiki/Bloat-videos

14 fq_codel: https://tools.ietf.org/html/draft-ietf-agm-fg-codel-01

15 Test for Bufferbloat at:_http://dslreports.com/speedtest

16 http://www.dslreports.com/speedtest/results/bufferbloat?up=1

17 http://www.bufferbloat.net/projects/codel/wiki/CakeTechnical

18 Apple Computer uses Explicit Congestion Notification: https://developer.apple.com/videos/play/wwdc2015-719

19 MakeWi-FiFast Design document: https://docs.google.com/document/d/1Se36svYE1UzpppelHWnEyat sAGghB3kE285LEIIBW4/edit?usp=sharing
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https://tools.ietf.org/html/draft-ietf-aqm-fq-codel-01
http://dslreports.com/speedtest
http://www.dslreports.com/speedtest/results/bufferbloat?up=1
http://www.bufferbloat.net/projects/codel/wiki/CakeTechnical
https://developer.apple.com/videos/play/wwdc2015-719/
https://docs.google.com/document/d/1Se36svYE1Uzpppe1HWnEyat_sAGghB3kE285LElJBW4/edit?usp=sharing

Research is also in progress to improve spatial reuse of the RF spectrum, and to dramaticallyzoreduce
power use. All these changes will improve sharing of Wi-Fi spectrum in higher density situations: for
example, in apartment buildings and shared industrial settings in which multiple companies’ network
infrastructure radiation spheres overlap. This is directly in line with the FCC’s core mandate to prevent

destructive interference.

Dave Taht' has outlined some of these solutions in talks to the IEEE 802.11 working group? and at the

BattleMesh conference.?

Security

The CeroWrt project’s last generation of firmware was considerably more secure than the average
home router, and all its innovations were pushed into OpenWrt and other projects. It incorporated
multiple advanced hardening features and the latest security standards such as DNSSEC™. Our work
fully supported IPv6 protocols, and included many measurement and diagnostic tools, the latest
fq_codel25 and “cake”” Bufferbloat-fighting algorithms, and the latest IETF “homenet” working group

outputs — hnetd”” and babel” .

Best Practices

The latest OpenWrt production version includes all of CeroWrt’s innovations and more, independently
developed by hundreds of researchers and developers across the globe.The central Linux and OpenWrt
software repositories combine those projects together to make a whole. The result is a software
platform that supports the next generation of IPv6 Internet as well as the latest, most secure versions of
the protocols that run on the Internet, and delivers performance adequate to the speeds produced by the

most innovative service providers, such as Comcast, Google Fiber and Verizon FiOS.

20 Minstrel-Blues - coupled power and rate control - https://github.com/thuehn/Minstrel-Blues

21 Dave Taht's blog: http://the-edge.blogspot.com
22 Fixing Wi-Fi: http://snapon.lab.bufferbloat.net/~d/ieee802.11-sept-17-2014/11-14-1265-00-0wng-More-on-Bufferbloat.pdf

23 How to make Wi-Fi Fast again: https://www.patreon.com/dtaht - We believe that the demonstration, 27 minutes in, of what is wrong with packet aggregation in

802.11n and later in present day drivers will be a wake-up call for everyone working this area.
24 An acronym for Domain Name System SECurity - a means of securing DNS lookups to detect and ignore false responses from attackers

25 fq_codel internet draft: https://tools.IETF.org/html/draft-hoeiland-joergensen-agm-fg-codel-01

26 Comprehensive queue management: http://www.bufferbloat.net/projects/codel/wiki/CakeTechnical

27 https://github.com/sbyx/hnetd

28 http://www.pps.univ-paris-diderot.fr/~jch/software/babel/
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Barriers caused by Rulemaking

One of the biggest barriers to a full implementation of the Make Wi-Fi Fast project is the FCC's latest

regulatory actions, particularly as makers of new hardware and firmware have understood them.

The most common interpretation of these rules is that they require vendors to deny access to inspect or
modify their code to the FOSS, IETF, and academic research communities, as well as other potential

investigators who do not have the purchasing power to request special treatment.

In some cases, vendors have used FCC rules as an excuse to keep their source code private,

unmodifiable, and unfixable. As a result, bugs and security vulnerabilities are locked in place, with the
potential to pose a significant danger to the national security of the United States. Router firmware is a
target for both criminal exploitation and cyber warfare. To mitigate these risks, in-field upgrading and

open-source development are both essential features.

Our understanding is that portions of existing and proposed FCC rules” would prevent in-field testing
and fixes for router firmware, fixes to buggy code throughout the software stack, and improvements to
IPv6 and Wi-Fi performance. The rules will also hinder in-field compliance with future FCC

regulations.

The proposed rule could prevent anyone other than the original vendor from making modifications.
Members of the community have observed several new cases of vendor firmware being locked down
where it had not been previously.” At least one router vendor has stated that FCC compliance requires
firmware activation codes,31 and at least one chipset vendor has stated that locking down firmware
would be “the easiest way to comply”.32 Together, this evidence strongly suggests that the tendency of

vendors to lock down firmware will increase if these new rules are implemented.

29 http://transition.fcc.gov/Daily Releases/Daily Business/2015/db0722/FCC-15-92A1.pdf

30 See e.g. http://lists.prplfoundation.org/pipermail/fcc/2015-September/000342.html

31 https://www.ubnt.com/fcclabelrequest,

32 http://arstechnica.com/information-technology/2015/09/fcc-open-source-router-software-is-still-legal-under-certain-conditions
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The software portion on common Wi-Fi routers that affects the correct functioning of the radio is a tiny
fraction of the operating system: a “device driver” and the “co-processor firmware”. This is a small,
separable and specialized component; the majority of the router firmware consists of the operating
system, user interface, routing and switching code, and other functions unrelated to radio. To lock
down the entire firmware causes collateral damage by preventing improvements to these other

components.

Prohibiting the owner of a router to replace any part of its operating system will have a chilling effect
on our ability to implement new algorithms. We are currently limited in our attempts to fix the ath9k
and mt76 devices, and stopped cold on addressing similar problems in the universally closed firmware
in 802.11ac devices. Proposed upcoming rules may prevent further work on the project. The proposed

rules would also hinder the FCC’s own measurement studies” attempting to analyze Wi-Fi behavior!*

Not even the small and specialized portion of the firmware that is related to radio operation should be
locked down. It must be able to change and evolve in conjunction with the other code in use in order to

address bugs, new requirements, or regulatory compliance issues that have been discovered after

shipping.

The FCC should not allow the development or deployment of equipment that cannot be inspected, as
that has led to software that covertly avoids regulatory compliance, as has recently been found to be the
case with Volkswagen cars with diesel engines. Source code transparency in this case would have

assisted necessary regulation, and can do so for network hardware as well.

In our work we have found and fixed many bugs, significantly mitigating misuses of the Wi-Fi
spectrum. For one example among hundreds, we found and fixed a quite egregious infinite retry bug.
This bug caused the device driver to become locked sending the same data over and over again for tens

of seconds, improperly dominating the channel, and needlessly interfering with other users.*

33 https://data.fcc.gov/download/measuring-broadband-america/2014/Technical-Appendix-fixed-2014.pdf

34 http://projectbismark.net

35 http://www.bufferbloat.net/issues/216
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Preventing upgrades to this software would force the router to remain out of compliance, the opposite

of the FCC’s intentions.

As an additional example, the Make-Wi-Fi-Fast project currently has upgrades pending that we cannot

further develop or deploy in today’s regulatory environment.

While the goal of protecting some radar installations from non-compliant equipment is important, the
restrictions this rulemaking would create would have a much broader effect, potentially reaching the
majority of users of the Internet, not only within the United States but also abroad. We believe that the
FCC should instead focus on ways to improve how Wi-Fi and software defined radio (SDR) are

developed and used.

Software Engineering Best Practices

Software and hardware development are iterative processes. No hardware, software or firmware is
perfect on first release. In addition, all software and hardware must be able to evolve. No one-time
certification is able to meet regulatory compliance, while still addressing new bugs and meeting the

ever-changing needs and threats on the Internet.

Bugs and functional limitations in more conventional server and client operating systems (OSes)*¢ are

routinely corrected using a process of transparent code access, frequent updates and peer review.

Like the other mainstream OS projects mentioned, the source code to the OpenWrt project is under full

change control, with the author of each patch publicly identified.

We recommend that this same degree of professional source code management and change control be
applied to all products submitted to the FCC, and to other U.S. regulatory bodies such as the FTC and

EPA. We encourage its application not only to the general purpose networking and operating system

36 Ubuntu, Debian, Suse, Redhat, Android and hundreds of others.



software with which we are primarily concerned, but also to the radio device drivers and on-board

firmware with which you have concerns.

For example, OpenWrt contains a built-in configuration data to ensure that radios are used in
compliance with the local laws and regulations throughout the world. The Linux community has long
made available a secured, signed and regularly updated worldwide database’ of regulatory power and
channel constraints for all devices that use Wi-Fi. This database, and code to access it, is published
openly online using a distributed change-control system called Git, and is fully available to anyone
with an Internet connection. This is presently the best mechanism for ensuring that devices—once

configured properly for their locality—are compliant.

In combination with unambiguous locality configuration, this database can be used to ensure that a
device is compliant; noncompliance would only be possible by willful negligence of the owner.
Mandating the use of such an open database is well within the scope of what the FCC can demand of
vendors and manufacturers of devices operating in this spectrum. Indeed, regular FCC review of the
database and its contents would be a better way to ensure that all devices are in compliance than

piecemeal certification of each individual device.

Don’t Prohibit Third-Party Software

Most Wi-Fi router software today is shipped with ancient code, rife with security holes and bugs. Yet
the recent guidance provided to vendors by the FCC suggests that vendors of new wireless hardware
describe “how the device is protected from ‘flashing’ and the installation of third-party firmware such
as DD-WRT”". We believe this constitutes an ill-advised attempt to regulate the means instead of the
end results, which is not in the public interest. Third-party software is demonstrably better in many
regards to most stock vendor firmware, as demonstrated by the fact that several vendors have

incorporated it into their products. Examples of this include:

37 https://wireless.wiki.kernel.org/en/developers/regulatory
38
https://apps.fcc.gov/kdb/GetAttachment.htmI?id=1UiSJRK869RsyQddPiShpw%3D%3D&desc=594280%20D02%20U-NII1%20Device%?20Security%20v01r02&tracki

ng_number=39498
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https://apps.fcc.gov/kdb/GetAttachment.html?id=1UiSJRK869RsyQddPi5hpw%3D%3D&desc=594280%20D02%20U-NII%20Device%20Security%20v01r02&tracking_number=39498

1. DD-WRT (an OpenWrt relative) is shipped as a factory default by at least one vendor (Buffalo).
OpenWrt is also shipped as the default firmware in many devices, and is used by Qualcomm
Atheros as the default operating system supplied to their original design vendors (ODMs).
Other big-name vendors in the Wi-Fi market known to use derivatives of OpenWrt are Meraki
and Ubiquiti; no doubt many others exist. Many other firmware builds are based on open source

software distributions such as Debian (Ubiquiti), or Buildroot (Google Fiber).

2. The onboard firmware for at least one 802.11ac chip (QCA ath10k) is based on the BSD driver
stack. Despite it having the open-source BSD license, concerns about the FCC requiring
lockdowns have been a huge factor in delaying the open public release of that firmware. This in
turn prevents it from receiving needed fixes, and the firmware is still, after 2+ years of shipping,
not ETSI CCA compliant. Concerns over the FCC's rules have made it impossible for those
with source licenses to that firmware to collaborate — even including the original authors of the

BSD-based code.

An Alternate Approach

In place of these regulations, we suggest that the Commission adopt rules to foster innovation and

improve security and usage of the Wi-Fi spectrum for everybody.

Specifically, we advocate that rather than denying users the ability to make any changes to the router
whatsoever, router vendors be required to open access to their code (especially code that controls RF
parameters) to describe and document the safe operating bounds for the software defined radios within

the Wi-Fi router.
In this alternative approach, the FCC could mandate that:

1. Any vendor of SDR, wireless, or Wi-Fi radio must make public the full and maintained source
code for the device driver and radio firmware in order to maintain FCC compliance. The source
code should be in a buildable, change controlled source code repository on the Internet,

available for review and improvement by all.



2. The vendor must assure that secure update of firmware be working at shipment, and that update
streams be under ultimate control of the owner of the equipment. Problems with compliance can
then be fixed going forward by the person legally responsible for the router being in
compliance.

3. The vendor must supply a continuous stream of source and binary updates that must respond to
regulatory transgressions and Common Vulnerability and Exposure reports (CVEs) within 45
days of disclosure, for the warranted lifetime of the product, the business lifetime of the vendor,
or until five years after the last customer shipment, whichever is longer.

4. Failure to comply with these regulations should result in FCC decertification of the existing
product and, in severe cases, bar new products from that vendor from being considered for
certification.

5. Additionally, we ask the FCC to review and rescind any rules for anything that conflict with
open source best practices, produce unmaintainable hardware, or cause vendors to believe they
must only ship undocumented “binary blobs” of compiled code or use lockdown mechanisms
that forbid user patching. This is an ongoing problem for the Internet community committed to

best practice change control and error correction on safety-critical systems.

This path has the following advantages:

e Inspectability - Skilled developers can verify the correctness of software drivers that are now
hidden in binary “blobs”.

e Opportunity for innovation - Many experiments can be performed to make the network “work
better” without affecting compliance.

e Improved spectrum utilization - A number of techniques to improve the use of Wi-Fi bands
remain theoretical possibilities. Field trials with these proposed algorithms could prove (or
disprove) their utility, and advance the science of networking.

e Fulfillment of legal (GPL) obligations - Allowing router vendors to publish their
RF-controlling source code in compliance with the license under which they obtained it will
free them from the legal risk of being forced to cease shipping code for which they no longer

have a license.



Requiring all manufacturers of Wi-Fi devices to make their source code publicly available and
regularly maintained, levels the playing field as no one can behave badly. The recent Volkswagen
scandal with uninspected computer code that cheated emissions testing demonstrates that this is a real

concern.

Conclusion

These current and pending FCC regulations for the design and use of the public's Wi-Fi devices act as a

barrier to the process of making routers faster, safer, and better in general.

The FCC should step back, and prepare rules to enhance the security, reliability and functionality of the
routers that operate home and business networks. These rules should increase visibility into the source
code that operates these routers, and encourage best software practices to create a better future for
billions of Wi-Fi devices already deployed, and the billions to come, as well as a freer, faster, and safer

Internet.

As individuals involved in making Wi-Fi better, we want both to comply fully with the law and to
move the state of the art forward. All our measurements show that the state of Wi-Fi today is dismal’ —
and we know why. If the FCC permits us to soldier on, we promise to make Wi-Fi, and the Internet, a

whole lot better.

Sincerely,
Dave Téht Vint Cerf
US Citizen US Citizen
Co-founder, bufferbloat.net Co-Inventor of the Internet

39 The good, the bad, and the Wi-Fi: http://www.sciencedirect.com/science/article/pii/S1389128615002479
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Internet Systems Consortium, Inc
Redwood City CA

Citizen of: USA

Callsign: KK6NDT

Felix Fietkau

Core Developer OpenWrt
Berlin Germany

Citizen of: Germany

James Gettys

Co-founder, Bufferbloat project
Carlisle Massachusetts

Citizen of: USA

Jesper Dangaard Brouer

Principal Kernel Engineer Red Hat
Frederikssund

Denmark

Citizen of: Denmark

Jonathan Morton
Bufferbloat.net
Forssa

Finland

Citizen of: UK

Kevin Darbyshire-Bryant
London

England

Citizen of: UK

Mikael Abrahamsson
Network Engineer
Los Altos CA
Citizen of: SWEDEN

Michael Richardson

Chief Scientist, Sandelman Software
Works

Ottawa Ontario

Canada

Citizen of: Canada

Richard Smith

Lead Embedded Engineer Whoop, Inc
Boston Massachusetts

Citizen of: USA

Sebastian Moeller

Tuebingen Baden-Wuerttemberg
Germany

Citizen of: Germany



Simon Kelley

Author, dnsmasq
Cambridge

UK

Citizen of: United Kingdom

Toke Hgiland-Jergensen

PhD student Karlstad University
Karlstad

Sweden

Citizen of: Denmark

Thomas Hiihn

Dr.-Ing. Technical University of Berlin
Berlin Germany

Citizen of: Germany

Richard Brown
Manager, Bufferbloat.net
Lyme New Hampshire
Citizen of: USA



Industry Experts

Andrew McGregor
Co-inventor, Minstrel
Pyrmont NSW Australia
Citizen of: New Zealand

Andreas Petlund

Head of Department Simula Research
Laboratory

Oslo Norway

Citizen of: Norway

Bob Frankston
Newton, Massachusetts
Citizen of: USA

Bruce Schneier

CTO Resilient Systems, Inc.
Cambridge MA

Citizen of: USA

Chengchen Hu

Assoc. Prof. Xi'an Jiaotong University
Xi'an Shaanxi

China

Citizen of: China

Corinna "Elektra" Aichele
Freifunk.net, Open-Mesh.net
Berlin Berlin

Germany

Citizen of: Germany

Daniel E. Geer, Jr., Sc.D.

Chief Information Security Officer IQT
Cambridge Massachusetts

Citizen of: US

David J Farber

Former CTO of the FCC and
Moore Professor University of
Pennsylvania

Landenberg PA

Citizen of: USA

David P. Reed

Former member FCC Technological
Advisory Committee, Internet Protocol
pioneer

Needham Massachusetts, USA

Citizen of: USA

Callsign: KB1YFR

Eric S. Raymond

President Emeritus, Open Source
Initiative

Malvern PA

Citizen of: US

Harald Alvestrand
Software engineer
Trondheim
Norway

Citizen of: Norway

James Woodyatt

Staff Software Engineer Nest Labs
San Francisco CA

USA

Citizen of: USA

Jeff Osborn
President ISC
Redwood City CA
USA

Citizen of: US

Jonathan Corbet

Executive editor, LWN.net
Boulder, CO USA

Citizen of: US

Kathleen Nichols
Co-inventor, CoDel
CTO Pollere, Inc.
Montara CA USA
Citizen of: USA



Keith Winstein

Assistant Professor of Computer Science
and, by courtesy, of Law Stanford
University

Stanford CA

Citizen of: USA

Callsign: KB91JB

Henning Rogge

Computer Scientists Fraunhofer FKIE
Wachtberg NRW

Germany

Citizen of: Germany

Linus Torvalds

The Linux Foundation
San Francisco, CA USA
Citizen of: US

Nick Feamster
Professor Princeton University
Citizen of: USA

Paul Vixie

CEO Farsight Security, Inc.
San Mateo California
Citizen of: USA

Callsign: KI6YSY

Phil Karn

San Diego California
USA

Citizen of: US
Callsign: KA9Q

Randell Jesup

Principal Software Engineer Mozilla
Malvern PA

Citizen of: USA

Sascha Meinrath

Palmer Chair in Telecommunications
Penn State University

State College PA

USA

Citizen of: USA

Steven M. Bellovin

Professor Columbia University
New York NY US

Citizen of: US

Ted Lemon

Internet Engineering Task Force
Brattleboro Vermont

Citizen of: USA

Vishal Misra
Professor Columbia University
New York NY

Citizen of: India, Permanent Resident of
the US



Interested Parties

Aaron Zsembery
Systems Administrator
Palmyra NY USA
Citizen of: US

Abdool Irshaad
Grand Port, Mauritius
Citizen of: Mauritius

Abdul Hakeem

IPEX

Church Langley, United Kingdom
Citizen of: UK

Ahmed Elmokashfi
Simula research lab
Lysaker, Norway

Citizen of: Norway

Aimee Braca
Upper Montclair, NJ USA
Citizen of: USA

Andre Hansen

AREDN Project

Fallbrook CA: CALIFORNIA USA
Citizen of: USA

Callsign: K6AH

Andreas Gruenbacher
Graz Styria Austria
Citizen of: Austria

Andreas Kassler

Professor Karlstad University
Karlstad

Sweden

Citizen of: Germany

Andrew Bradford

Embedded Linux Software Engineer
Kodak Alaris Inc

Ontario NY USA

Citizen of: USA

Andrew Madsen
P.E.

Alameda, CA,USA
Citizen of: US

Andrew Margarit
PolkaSpots LTD
London London
United Kingdom
Citizen of: Romania

Andrew Wentzell

Senior Network Engineer
Lake Worth USA
Citizen of: USA

Anna Brunstrom
Professor

Karlstad

Sweden

Citizen of: Sweden

Bastian Bittorf
Bittorf Wireless
Weimar Thueringen
Germany

Citizen of: Germany

Bedrich Kosata

Chief Science Officer CZ.NIC

Prague Czech Republic
Citizen of: Czech Republic

Ben Greear

CEO, Candela Technologies, Inc.

Ferndale WA
Citizen of: US

Benjamin Henrion
President FFIl.org
Brussels Brussels Belgium
Citizen of: Belgium



Benjamin West

Co-Founder WasabiNet, LLC
St. Louis MO

Citizen of: US

Bill Moffitt

President and CTO Ayrstone
Productivity LLC

San Jose CA

Citizen of: USA

Callsign: AE6GS

Bjorn Gronvall

Staff Software Engineer Marvell
Stockholm

Sweden

Citizen of: Sweden

Bradley M. Kuhn
Portland OR USA
Citizen of: USA

Brandon Butterworth
Chief Scientist BBC
London, UK

Citizen of: UK
Callsign: G10ZZ

Brian Clapper

President and Principal Consultant
ArdenTex Inc.

Royersford Pennsylvania

Citizen of: USA

Brian DeLacey

General Manager XiuTech LLC
MALDEN MA

Citizen of: USA

Brian Lipscomb
Entrepreneur Aquaworx Inc.
Sedro-Woolley WA

Citizen of: USA

Callsign: W7BEL

Brian Reichert
Derry NH USA
Citizen of: US

Brough Turner
netBlazr Inc.

Newton Massachusetts
Citizen of: USA

Bruno Randolf
Salzburg

Austria

Citizen of: Austria

Bryan Schmersal
Wexford PA USA
Citizen of: USA

Camden Lindsay
The Dalles, OR USA
Citizen of: USA

Carl Cunningham

VP-Engineering Ectron Corporation
San Diego CA

Citizen of: US

Catherine Raymond
Sole Practitioner
Malvern PA
Citizen of: USA

Charles Anderson

Network Architect Worcester
Polytechnic Institute
Worcester Massachusetts
Citizen of: US Citizen

Chip Rosenthal
Austin TX
USA

Citizen of: USA



Chris Burton

8086 Consultancy

Newark Nottinghamshire United
Kingdom

Citizen of: UK

Christian Huldt
Solvare

Runmard Sweden
Citizen of: Sweden

Christof Schulze
Dipl.-Inform
Frankfurt

Germany

Citizen of: Germany

Christoph Franzen

Dipl.-Ing. Freifunk Rheinland e.V.

Aachen NRW Germany
Citizen of: Germany

Christopher Waid

CEO ThinkPenguin, Inc
Flemington NJ

Citizen of: US

Claudio Leite
Washington DC
Citizen of: USA
Callsign: AB3IU

Craig Anderson
NANOG

Cedar Park Texas USA
Citizen of: USA

Dane Medic
Kobarid Kobarid Slovenia
Citizen of: Slovenia

Daniel AJ Sokolov
Bedford Nova Scotia Canada
Citizen of: Austria

Daniel Englbauer
Hochberg

Germany

Citizen of: Germany

Daniel Mark Havey
Microsoft
Redmond Ca US
Citizen of: USA

Darryl Quinn
Magnoli TX US
Citizen of: US
Callsign: K5dlq

Dave Brockman
Networks Inc
Chattanooga, TN USA
Citizen of: USA

Dave Cottlehuber
SkunkWerks GmbH
Wien Wien

Austria

Citizen of: New Zealand

David Brown

EVP Business Development Viscore
Ottawa Ontario Canada

Citizen of: Canada

David M Ramsey
Charlotte NC US
Citizen of: US

Donald Hill

Amateur Television Network
Mission Viejo California USA
Citizen of: USA

Callsign: KE6BXT

Emilie Liv Bang-Jensen
Lejre Denmark
Citizen of: Denmark



Eric Johansson
President in3x inc
Woburn MA
Citizen of: USA
Callsign: kaleec

Eric Schultz
Open Source Advocate
Citizen of: US Citizen

Erik Kline

Senior Android Networking Software
Engineer Google

Minato Tokyo

Japan

Citizen of: USA

Ernesto Gomez

Professor California State University
Redlands CA

Citizen of: USAA.

Etienne CHAMPETIER
Software Engineer
Lyon

France

Citizen of: FR

Felix Knecht
Weisel RLP
Germany

Citizen of: Germany

Ferry Huberts
Almere NL
Citizen of: NL

Francis Rowe

director Minifree Ltd

Canvey island Canvey Island Essex
Citizen of: UK

Frits Riep

Senior Technology Advisor Ekaru
Lexington MA

Citizen of: US

Gary E Miller
President Rellim
Bend Oregon
Citizen of: USA

George Klissiaris
Sarantaporo.gr
Athens

Greece

Citizen of: Greece

Goran Mahovlic
Zagreb

Croatia

Citizen of: Croatia

Gui Iribarren
Co-Founder AlterMundi
Tigre Buenos Aires
Argentina

Citizen of: Argentina

Harald Geyer
Vienna Austria
Citizen of® austria

Hauke Mehrtens
OpenWrt

Miinchen Germany
Citizen of: Germany

Holger Levsen
Hamburg

Germany

Citizen of: Germany

Hongbo Zhao
MeshSr Co., Ltd
Nanjing Jiangsu
China

Citizen of: China

Huan Truong

PhD Student University of Missouri
Columbia Missouri

Citizen of: Vietnam



[an Tomkins
Winchester England UK
Citizen of: UK

Isaac Konikoff

QA Director, Candela Technologies, Inc.

Ferndale WA
Citizen of: US

J Greg Retkowski

President & CEO Raging Network
Services, Inc.

Green Cove Springs FL. USA
Citizen of: USA

Callsign: KI4NQF

James Blessing

CTO None

Salford No State Required United
Kingdom

Citizen of: UK

James O'Neill

Prostar IT Services Ltd.
Macduff Aberdeenshire
United Kingdom
Citizen of: UK

James R. Maynard II1
Fairmont MN USA
Citizen of: USA
Callsign: K5ZC

James Rhett Hooper
Network Engineer
Tooele Utah

Citizen of: USA
Callsign: KB7TRAM

Jan Cermak

CZ.NIC, z. s. p. 0.

Praha

Czech Republic

Citizen of: Czech Republic

Jan Pedro Tumusok

CEO & Founder Eye Networks AS
Oslo Norway

Citizen of: Norway

Jason
San Francisco California
Citizen of: USA

Jason Azze

System Engineer CeroWRT user and
tester

Orange NH USA

Citizen of: USA

Jason Woodward

Member of Technical Staff Avere
Systems

Pittsburgh PA USA

Citizen of: US

Javier Domingo Cansino

Embedded Software Engineer Musaic
London

UK

Citizen of: Spain

Jay Farrell
Philadelphia PA US
Citizen of: US

Jeff Loughlin
Downingtown PA USA
Citizen of: USA

Jeff Shaw

Board of Directors Common Frequency,
Inc.

Davis CA

Citizen of: US

Jeremy Puhlman
Product Architect
Modesto California
Citizen of: USA



Jerome PLE

Nice

France

Citizen of: France

Joe Abley

Director of Architecture Dynamic
Network Services Inc

London ON Canada

Citizen of: Canada, UK and New
Zealand

Joe Ayers

Software Developer AREDN
Mission Viejo California USA
Citizen of: US

Callsign: AE6XE

Joe Sarmento
RT (R)

State College PA
Citizen of: USA

Joel Pauling

Nuage Network/ Alcatel-Lucent
Burnaby BC

Canada

Citizen of: New Zealand

John Adams

Independent Security Researcher
San Francisco CA Usa

Citizen of: USA

Callsign: NIWPE

John Chadwick
Westland Michigan
Citizen of: US

John D Bell

Evangelism-Outrach-Training, ICEI

Toledo OH
Citizen of: US

John S Yates Jr

Mathworks

Boston MASSACHUSETTS
USA

Citizen of: USA / UK

John Todd

Senior Technologist Packet Clearing

House
Portland Oregon USA
Citizen of: US

Jon Meek
Lawrenceville NJ US
Citizen of: US

Jonas Karlsson

PhD Karlstad University
Karlstad

Sverige

Citizen of: Sverige

Jonathan Araquistain
Software Engineer eero, Inc
Oakland CA

Citizen of: US

Julian Cromarty

Software Engineer ICEI Staff
Caterham Surrey

UK

Citizen of: UK

Jonathan Bennett
Owner Incom Systems
Lawton OK USA
Citizen of: US
Callsign: KG5TIAR

Joseph Swick

New Ipswich NH USA
Citizen of: USA
Callsign: nlqdz



Josh Reynolds

CTO PowerComm Broadband LLC
Excelsior Springs Missouri USA
Citizen of: US

Joshua Gay
New Haven CT USA
Citizen of: USA

Justin McCann
Software Engineer
Pittsburgh Pennsylvania
Citizen of: USA

Justin Parker
Jersey City NJ USA
Citizen of: USA

K. Scott Helms

VP of Technology ZCorum
Canton GA USA

Citizen of: US

Kaj Kandler

Integration Manager Black Duck
Software

Melrose MA

Citizen of: Germany

Karen Sandler
Brooklyn USA
Citizen of: USA

Keith Milner
Superlative Solutions Ltd.

Wokingham Unknown United Kingdom

Citizen of: UK

Keith Mitchell

Managing Director UK Network
Operators' Forum

Shaker Heights Ohio USA
Citizen of: UK

Kelly Black

Golden Valley MN USA
Citizen of: USA
Callsign: KBOGBJ

Kelvin Edmison
Ottawa Ontario Canada
Citizen of: Canada

Kenneth Klette Jonassen

Embedded software engineer Bridge
Technologies co as

Oslo, Norway

Citizen of: Norway

Kevin Paul Herbert

Member of Technical Staff Cisco
Meraki, Inc.

San Francisco CA

Citizen of: USA

Kyoomars Alizadeh
PhD student
Karlstad Varmland
Sweden

Citizen of: Iran

Lars Kruse
Rostock Deutschland
Citizen of: Germany

Laszlo Hanyecz

Proprietor Heliacal Networks
Jacksonville FL. USA
Citizen of: USA

Callsign: KI4YAK

Leandro Navarro

Prof. Universitat Politécnica de
Catalunya

Barcelona Catalonia Spain
Citizen of: Spain



Leonardo Horn Iwaya

PhD Student Karlstads universitet
Karlstad Varmland

Sweden

Citizen of: Brazil

Linus Liissing

Linux kernel (bridge + batman-adv),
Freifunk, OpenWRT

Liibeck

Germany

Citizen of: Germany

Loganaden Velvindron

Kernel hacker Reneo Associated Limited

Rose Hill
Mauritius
Citizen of: Mauritius

Lubomir

Rintel Red Hat

Bratislava Slovak Republic Slovak
Republic

Citizen of: Slovak Republic

Luca Cappelletti
Latina LT Italy
Citizen of: Italy

Luca Dionisi
Corciano, Perugia
Italy

Citizen of: IT

Luka Mustafa

WLAN Slovenija community network
Race, Slovenia

Citizen of: Slovenia

Callsign: s56mc

Macy M Hallock
Medina, Ohio
USA

Citizen of: USA

Mark Ivens
London London UK
Citizen of: UK

Martin Blom
Karlstad University
Karlstad

Sweden

Citizen of: Sweden

Martin Weinelt
Freifunk Darmstadt
Darmstadt Hessen
Germany

Citizen of: Germany

Matt Broekemeier
Tempe, AZ USA
Citizen of: USA

Matthew Kaufman
Bonny Doon CA
Citizen of: US
Callsign: KA6SQG

Matthew Kemmerer
Dev-Ops

Effort PA

Citizen of: US

Matthew Redfearn

Embedded Software Engineer
Huddersfield West Yorkshire
United Kingdom

Citizen of: United Kingdom

Michael Andrawes
Newton MA
Citizen of: USA

Michael Brown

Communications Officer Randolph Twp
Fire Protection District

Heyworth IL USA

Citizen of: USA



Michael Kennedy
Network Administrator,
State of Missouri
Saint Louis, Missouri
Citizen of: USA

Michael Kreis

Dipl.-Ing.

Fuerth Bavaria, Germany
Citizen of: Germany

Mike Dilworth
Milton Keynes Buckinghamshire UK
Citizen of: UK

Mike Jenkins

Technical Director Poundbury Systems
Ltd

Dorchester Dorset UK

Citizen of: UK

Milt Aitken

Pirncipal Net2Atlanta.com, LLC
Marietta GA

Citizen of: USA

Moritz Hoffmann
ETH Zurich

Zurich ZH
Switzerland

Citizen of: Germany

Nadja Haas
Nidderau Hessen
Germany

Citizen of: Germany

Nate Itkin

Sr Storage Engineer
San Diego CA USA
Citizen of: USA

Nic Lewis
Eye, Peterborough UK
Citizen of: UK

Nicolaus L Hepler
Fremont CA USA
Citizen of: USA

Nikos Koutsioumaris

University of Patras, MEAZON S.A,
Bluedev LTD

Patras Achaia Greece

Citizen of: Greece

Olaf Bonness
Researcher T-Labs
Berlin Berlin
Deutschland

Citizen of: Germany

Ole Trean

cisco

OSLO Norway
Citizen of: Norway

Ondfe;j Filip

CZ.NIC

Prague

Czech Republic

Citizen of: Czech Republic

Orville Beach

AREDN (Amateur Radio Emergency
Data Network)

Simi Valley CA USA

Citizen of: USA

Callsign: W6BI

Paolo Valente

Assistant Professor University of
Modena and Reggio Emilia
Serramazzoni

Italy

Citizen of: Italy

Patrick Rene
Vacoas Plaines Williams Mauritius
Citizen of: Mauritius



Paul Mansfield

Cambridge Cambridgeshire England
Citizen of: UK

Callsign: GERXU

Paulo Sequeira
Software Engineer
San José, Costa Rica
Citizen of: Costa Rica

Per Gregers Bilse

BGP Innovations

London London United Kingdom
Citizen of: Norway

Peter Murray-Rust
University of Cambridge
Cambridge, UK

Citizen of: UK

Peter Olson

Consultant Peter B. Olson Consulting
Watertown MA

Citizen of: US

Peter Steinhduser
CEO, embeDD GmbH
Stans, Switzerland
Citizen of: Switzerland

Philip Dorr

Kc Web

Pleasant Hill MO USA
Citizen of: USA
Callsign: KDOIXY

Philip Keyser

Senior Network Engineer
Churchville NY USA
Citizen of: USA

Ralph A. Schmid
Fuerth
Germany

Citizen of: Germany
Callsign: dk5ras

Ramaswamy Aditya
Redmond WA USA
Citizen of: USA

Randolph Resnick
Saint Louis Park MN
Citizen of: USA

Randolph Smith

Washington Township New Jersey USA

Citizen of: USA
Callsign: WU2S

Randy Carpenter
Wapakoneta
Citizen of: US

Ray Bellis

Internet Systems Consortium
Abingdon Oxfordshire
United Kingdom

Citizen of: United Kingdom

Ray Ramadorai

Engineer Planetary Resources
Sammamish WA

Citizen of: USA

Callsign: KF7WSV

Richard Kunze
OpenWRT contributor
Langen Hessen
Germany

Citizen of: Germany

Robert Call

Founder, Lead Developer libreCMC
Project

Flemington NJ

Citizen of: US

Robert Nichols
Mt Pleasant North Carolina USA
Citizen of: USA



Robert Oliver

Solution Architect Quintiq, Inc.
Phoenixville PA

Citizen of: USA

Robert Thau

Chief Architect Smartleaf
Cambridge MA USA
Citizen of: USA

Roger Baig
guifi.net Foundation
Vic

Catalonia

Citizen of: Catalan

Ross Vandegrift

DevOps Engineer

Storrs Manstfield CT USA
Citizen of: US

Royce Williams
Anchorage AK USA
Citizen of: USA

Ryan Parmeter
Santa Clara CA
Citizen of: Citizen

Ryszard Struzak

Prof. Dr. Eng. National Institute of
Telecommunications

Wroclaw, Poland

Citizen of: Poland

Sam Mulvey
Tacoma WA USA
Citizen of: USA
Callsign: NOMII

Sami Olmari

Vaasa Hacklab Ry

Vaasa

Finland

Citizen of: Finland / Vaasa

Shashank Sabniveesu

Graduate Research Assistant WVU
Morgantown WV USA

Citizen of: India

Shawn Laemmrich

IT Manager Baraga Telephone / Up.Net
Baraga Mi USA

Citizen of: US

Simon Wunderlich

Linux Kernel and Wireless Mesh
Developer

Plauen

Germany

Citizen of: Germany

Stefan Alfredsson

Associate Professor Karlstad University
Karlstad

Sweden

Citizen of: Sweden

Stefan Hellermann
Meschede NRW
Germany

Citizen of: Germany

Stefan Monnier

Associate Professor Université de
Montréal

Montréal Québec

Canada

Citizen of: Switzerland

Stefan Schiirmann

local free wifi association
Bingen Rhineland-Palantine
Germany

Citizen of: Germany

Stephen Paul Weber
Kitchener ON Canada
Citizen of: Canada



Stephen Satchell
Programmer self-employed
Reno NV USA

Citizen of: USA

Stephen Song

Founder and CEO Village Telco
Lunenburg Nova Scotia, Canada
Citizen of: Canada / South Africa

Steven Kinneberg
Bellevue WA USA
Citizen of: USA

Steven T. Stolen

Embedded Software Engineer, ARRL
Tacoma, WA USA

Citizen of: USA

Susan E Sons

Director Internet Civil Engineering
Institute

Bloomington IN USA

Citizen of: USA

Callsign: KCO9PUA

Ted Fischer

Security Operations Center Analyst
Center for Internet Security

Albany New York U.S.

Citizen of: USA

Teresa Goft-Lindsay
The Dalles, Oregon
Citizen of: USA

Thomas Jepp

Rugby Warwickshire United Kingdom

Citizen of: United Kingdom

Thomas P Burdell
Georgia Tech
Atlanta, Georgia
Citizen of: USA

Thomas Renger
Freifunk Stuttgart
Stuttgart BW
Germany

Citizen of: Germany

Thomas Ross Henderson
Mercer Island WA
Citizen of: USA
Callsign: KE3NX

Thomas Umbach

vikings

Overijse Vlaams-Brabant Belgium
Citizen of: Germany

Thomas Winter
Bonn, Germany
Citizen of: Germany

Tim Carlin
Boulder CO
Citizen of: USA

Tim Chown

Lecturer University of Southmapton
Southampton None

United Kingdom

Citizen of: UK

Tino Dietel
Freifunk-Emkirchen
Emskirchen Deutschland
Germany

Citizen of: Deutschland

Tom Bird
Portfast Ltd
Sheffield

United Kingdom
Citizen of: UK



Tony Vroon

London Internet Exchange LTd
Peterborough Cambridgeshire
United Kingdom

Citizen of: Netherlands

Tore Anderson

Network Engineer Redpill Linpro AS
Oslo Norway

Citizen of: Norway

Tracy Rosenberg

Executive Director Media Alliance
San Francisco CA

Citizen of: US

Virendra Rode

Network engineering Broadcom Corp
Irvine CA USA

Citizen of: US

Will Edwards
Software Engineer
Briakne Hoby
Sweden

Citizen of: UK

William A. McArthur Jr
Jacksonville Florida USA
Citizen of: USA

William Allen Simpson

Senior Principal Software Engineer
RedHat

Madison Heights MI

Citizen of: US

William Strang
Bethesda MD
Citizen of: US

Zefir Kurtisi
Bubikon ZH Switzerland
Citizen of: Germany
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Carl Cunningham
8159 Engineer Rd
San Diego CA 92111
US

Christoper WAID
203 Main Street #325
Flemington NJ 08822
UsS

John D Bell

PO Box 20136
Toledo OH 43620
US

Luca Dionisi

Via Falcone, 7,
Corciano (PG)
Corciano Perugia 06132
Italy

Robert Call

PO Box 939
Flemington NJ 08822
UsS

Huan Truong

401 N 8th St
Columbia Missouri
65201

USA

Toke Hoiland-Jergensen
Frodingshojd 12
Karlstad 65637

Sweden

Chip Rosenthal
8313 Franwood Ln
Austin TX 78757
United States

Joel Pauling

5576 Dorset Street
Burnaby BC v5j115
Canada

Isaac Konikoff

2417 Main St, Ste 201
Ferndale WA 98248
US

John S Yates Jr

109 Chandler St, #1
Boston
MASSACHUSETTS
02116

United States

Matthew Kemmerer
1140 Parish Park
Effort PA 18330
USA

Stefan Alfredsson
Department of
Computer Science
Universitetsgatan 2
Karlstad SE-65634
Sweden

Tim Carlin

2475 Agate Ln
Boulder CO 80304
US

Kevin Paul Herbert
500 Terry A Francois
Dr.

4th Floor

San Francisco CA
94158

USA

Frits Riep

36 Journey's End Lane
Lexington MA 02421
USA

Paolo Valente

Via Casa Grana, 116
Serramazzoni 41028
Italy

Roger Baig

Jaume I el Conqueridor,
4t, 3a

Vic 08500

Catalonia

Charles Anderson
100 Institute Road
Worcester
Massachusetts 01609
United States

William Strang

7111 Braeburn Pl
Bethesda MD 20817-
4909

United States

Maciej Soltysiak
Andersena 55
Poznan 60-193
Poland

Jan Pedro Tumusok
Havreveien 49
Oslo Oslo 680
Norway

Jonathan Corbet
5624 Rim Rock Ct
Boulder CO 80301



Harald Alvestrand
Weidemanns vei 27
Trondheim 7043
Norway

Andrew Margarit

62 Britton Street
London London ECIM
5UY

United Kingdom

Kaj Kandler

64 Park St

Melrose MA 02176
USA

Brian DeLacey

1 EARL STREET
MALDEN MA 02148
United States

Eric Johansson
54 Salem st
woburn ma 01801
usa

John Chadwick
154 Surrey Heights
Westland Michigan
48186

United States

Jeff Osborn

950 Charter Street
Redwood City CA
94063

USA

Bram Cohen

303 2nd Street, Suite
S200

San Francisco CA
94107

Benjamin West
3407 Jefferson Ave
St. Louis MO 63118
US

Ernesto Gomez

26 Dalton Ct.
Redlands CA 92373
U.S.A.

Robert Oliver

151 Washington Ave.
Phoenixville PA 19460
USA

Evan Hunt

950 Charter St
Redwood City CA
94063

USA

David P. Reed

8 Old Greendale Ave
Needham Massachusetts
02492

United States

Michael Richardson

470 DAWSON AVE
Ottawa Ontario K1Z5V7
Canada

Richard Smith

401 Park Dr

STE 10

Boston Massachusetts
02215

USA

Ray Ramadorai
3033 204th Ave SE
Sammamish WA 98075

Richard Brown

84 Orford Road

Lyme New Hampshire
03768

USA

Eric S. Raymond
6 Karen Drive
Malvern PA 19355
US

Eric S. Raymond
6 Karen Drive
Malvern PA 19355
US

Gary E Miller

109 NW Wilmington
Ave

Bend Oregon 97703-
1234

USA

Phil Karn

7431 Teasdale Avenue
San Diego California
92122-2830

USA

Catherine Raymond

6 Karen Drive

Malvern PA 19355-2408
United States of
America

Peter Olson

49 Prescott St
Watertown MA 02472
US

Eric Bishop

7 Park St, #9
Peabody MA 01960
United States



Thomas Ross Henderson
9222 SE 46th St

Mercer Island WA
98040

USA

Bjorn Gronvall
Langholmsgatan 13A
Stockholm 11733
Sweden

Bastian Bittorf
Schlachthofstral3e 8-10
Weimar Thueringen
99423

Germany

Goran Mahovlic
ViZovljanska 4
Zagreb

Croatia

Randell Jesup

1835 Horse Shoe Trl
Malvern PA 19355
USA

Steven Barth
Adolf-von-Harnack-Str.
7

06114 Halle

DE

Kelly Black
6600 Plymouth Ave N

Golden Valley MN
55427
USA

Benjamin Henrion

rue rempart des moines
14 bte 61

1000 Brussels

Belgium

Donald Hill

27271 Regio

Mission Viejo California
92692

United States

Jason Woodward
269 Oakcrest Lane
Pittsburgh PA 15236
USA

Kathleen Nichols
PO Box 370201
Montara CA 94037
USA

Josh Reynolds
529 St Joseph Ave
Excelsior Springs
Missouri 64024
USA

Craig Anderson

1101 Brushy Creek Rd.
#1702

Cedar Park Texas 78613
United States

Luca Cappelletti

Strada Acque Alte SNC
Latina LT 4100

Italy

Ryszard Struzak

Al. Karkonoska 59 i
Wroclaw Non US or
Canada 53-015
Poland

Julian Cromarty

29a Croydon Road
Caterham Surrey CR3
6PA

UK

Dave Cottlehuber
Naufahrtweg 153
A-1220

Wien Wien 1220

Austria

Corinna "Elektra"
Aichele
Schreinerstrasse 47
Berlin Berlin 10247
Germany

Stefan Schiirmann
Mainzerstr. 14-16
Bingen Rhineland-
Palantine 55411
Germany

Tino Dietel
Sparkassenplatz 8
Emskirchen
Deutschland 91448
Germany

Stephen Song

41 Brook Street
Lunenburg Nova Scotia
B0J2CO

Canada

Brough Turner

91 Park St.

Newton Massachusetts
02458

USA

Lars Kruse
LudwigstraBe 20
Rostock Deutschland
18057



Matthew Redfearn
24 Brewery Yard
Fenay Bridge
Huddersfield West
Yorkshire HD8 0AR
United Kingdom

William Allen Simpson
1384 Fontaine

Madison Heights MI
48071

USA

Stefan Monnier

4545 Drolet #7
Montréal Québec H2T
2Gl1

Canada

Thomas Winter
Mainzer Str. 169b
Bonn 53179
Germany

Bill Moffitt

97 S. Morrison Ave.
San Jose CA 95126
U.S.

Ted Lemon

373 Summit Circle
Brattleboro Vermont
05301

USA

Brian Lipscomb
27765 West Gilligan
Creek
Sedro-Woolley WA
98284

USA

Keith Winstein

353 Serra Mall, room
282

Stanford CA 94305-
9025

United States

Christof Schulze
Seelenberger Stralle 6a
Franfurt 60489
Germany

Michael Kreis
Hardstr, 35

Fuerth Bavaria 90766
Germany

Tracy Rosenberg
2830 20th Street # 102
San Francisco CA
94110

Us

Daniel Englbauer
Am Trieb 13
Hochberg 97204

Germany

Joe Sarmento
515 Orlando Ave
State College PA 16803

Nadja Haas
Johannesweg 4
Nidderau Hessen 61130
Germany

Ryan Parmeter

4437 Laird Circle
Santa Clara CA 95054
United States

Ralph A. Schmid
Mondstr. 10
Fuerth 90762
Germany

Martin Weinelt
Wilhelm-Leuschner-Str.
36

Darmstadt Hessen
64293

Germany

Kenneth Klette Jonassen
Christies gate 36a

Oslo 557

Norway

James Woodyatt

70 Wilmot Street

San Francisco ca 94115
USA

Felix Fietkau
Manfred-von-
Richthofen-Str. 18
Berlin 12101
Germany

Andreas Petlund
Trudvangveien 25
Oslo Oslo 363
Norway

Jonathan Araquistain
777 17th Street
Oakland CA 94612
USA

Sascha Meinrath

211 Carnegie Building
State College PA 16802
USA

Jason

1310 18th St

San Francisco California
94107

USA



Joe Touch

1101 John Street
Manhattan Beach CA
90266

US

David Collier-Brown
30 Upper Canada Drive
North York ON M2P
1S1

Canada

David Woodhouse
Lumleys,

Crown Street,

Great Bardfield Essex
CM7 4SS

United Kingdom

Chengchen Hu

Dept. of Computer
Science and Technology
Xi'an Jiaotong
University

Xi'an Shaanxi 710049
China

Simon Kelley

22, St Peter's Street
Duxford

Cambridge CB22 4RP
UK

Brian Clapper

25 Walnel Dr
Royersford
Pennsylvania 19468
United States

David Hilton
951 N 1000 W
Provo UT 84604

Peter Murray-Rust
Dept Chemistry
Lensfield Road
Cambridge CB2 1IEW
UK

Teresa Goff-Lindsay
736 E 19th St

The Dalles Oregon
97058

United States

Hongbo Zhao

12, Mozhou East Road,
Jiangning

Nanjing Jiangsu

China

Moritz Hoffmann
Universititstrasse 6
ETH Ziirich

CABF 69

Ziirich ZH 8092
Switzerland

Vint Cerf

1875 Explorer St.,10th
floor

Reston VA 20190

US

Sebastian Moeller
Moltkestrasse 6
Tuebingen Baden-
Wuerttemberg 72072
Germany

Jeff Shaw

PO Box 4301
Davis CA 95617
USA

James Gettys

21 Oak Knoll Road
Carlisle Massachusetts
01741

United States

David J Farber

250 Good Hope Rd
Landenberg PA 19350
United States

Daniel E. Geer, Jr.,
Sc.D.

P.O. Box 390244
Cambridge
Massachusetts 02139
US

Nick Feamster

Center for Information
Technology Policy
Sherrerd Hall
Princeton University
Princeton, NJ 08540

Eric Dumazet

711 oakview way
Redwood City CA
94062

UsS

James Rhett Hooper
281 Dawson Ln
Tooele Utah 84074
USA

Gui Iribarren

Arroyo Gambado s/n
1649, Tigre, Buenos
Aires

Argentina

Tigre Buenos Aires
1649

Argentina



Michael Andrawes
317 Auburndale Ave
Newton MA 02466
United States

Paul Vixie

155 Bovet Road, Suite
476

San Mateo California
94402

US

Bob Frankston

278 Lake Ave

Newton Massachusetts
02461

United States

Erik Kline

c/o Google Japan KK
Roppongi 6-10-1

26th Floor

Minato Tokyo 106-6126
Japan

Mikael Abrahamsson
101 1St Street

Stupi LLC, Suite 553
Los Altos CA 94022-
2778

Jonas Karlsson
Universitetsgatan 2
Karlstad 65188

Sverige

Jeremy Puhlman
2104 Sherwood Ave
modesto California
95350

United States

Randolph Resnick
5115 Excelsior Blvd
Saint Louis Park MN
55416 USA

Felix Knecht
Neustr. 17

Weisel RLP 56348
Germany

Tore Anderson
Vitaminveien 1A
Oslo 1168
Norway

Will Edwards
Hjidlmsavigen 54
Brikne Hoby 362 72
Sweden

Stefan Hellermann
Zum Odin 24
Meschede NRW 59872
Germany

Thomas Renger
Bebelstralle 36
Stuttgart BW 70193
Germany

Eric Schultz
W2637 Ruby Ct.
Appleton, WI 54915

Simon Wunderlich
Karlstr. 43

08523 Plauen
GERMANY
Plauen 8523
Germany

Jerome PLE
chemin de serre
d'Ambuc

Nice 6330
France

Richard Kunze
Kurt-Schumacher-Str.
27

D-63225 Langen
Langen Hessen D-63225
Germany

Anna Brunstrom
Karlstad University
Karlstad 65188
Sweden

Kevin Darbyshire-
Bryant

HereEast'

Queen Elizabeth
Olympic Park
Stratford

London E20 3BS
England

Kyoomars Alizadeh
Frodingshojd 15, Lgh
1002

Karlstad Varmland
65637

Sweden

Bruce Schneier

1 Alewife Center
Cambridge MA 02140
USA

Linus Liissing
Chaotikum e.V.
c/o Linus Liissing
Mengstrasse 6
23552 Liibeck
Liibeck 23552
Germany

Ole Trgan

Hans Nielsen Hauges
gate 29B

OSLO NO 481
Norway



Tony Vroon

52 Clayton

Orton Goldhay
Peterborough
Cambridgeshire PE2
5SB

United Kingdom

Leonardo Horn Iwaya
Karlstad universitet,
Datavetenskap, 651 88.
Karlstad Varmland
65188

Sweden

Vishal Misra

160 Riverside Blvd.,
Apt 9S

New York NY 10069
USA

Martin Blom
Universitetsv. 2
Karlstad 65188
Sweden

Milt Aitken

1546 Rosewood Circle
Marietta GA 30067
USA

Loganaden Velvindron
88, Avenue De Plevitz
Roches Brunes

Rose Hill 11111
Mauritius

Olaf Bonness
Winterfeldtstrasse 21-27
Berlin Berlin 10781
Deutschland

Jesper Dangaard Brouer
Dyrlaegegards Alle 172
Frederikssund 3600
Denmark

Bruno Randolf
Saalachstrasse 104A
Salzburg 5020
Austria

Claudio Leite

950 25th St NW, Apt
727N

Washington DC 20037
USA

Sami Olmari
Teirinkatu 1 B 22
Vaasa 65350
Finland

Jonathan Morton
Rytyntie 1 A 14
Forssa 30300
Finland

Luka Mustafa
Drevesniska 25
Race 2327
Slovenia

Javier Domingo Cansino
16 Spelman Street,
London E1 5LQ, UK
London E1 5LQ

UK

Ray Bellis

c/o Downs View
Springhill

Longworth

Abingdon Oxfordshire
OX13 SHL

United Kingdom

Andreas Kassler
Universitetsgatan
Karlstad 65188
Sweden

James O'Neill

35 Low Shore
Macduff Aberdeenshire
AB441RE

United Kingdom

Holger Levsen
Burmesterstr. 1
Hamburg 22305
Germany

Matthew Kaufman

155 Braemoor Dr.
Bonny Doon CA 95060
US

Dr Tim Chown
Electronics and
Computer Science
Department,
University of
Southampton,
Highfield,
Southampton SO17 1BJ
United Kingdom
Southampton None
SO17 1BJ

United Kingdom

Jan Cermak
Milesovska 1136/5
Praha 3

Praha 13000
Czech Republic

Henning Rogge
Fraunhofer Strasse 20
Wachtberg NRW 53343

Germany

Dave Tiht
SE-65188 Karlstad
Karlstad

Sweden



Randy Carpenter
PO Box 1662
Wapakoneta 45895
USA

Tom Bird

7 Carter Knowle Road
Sheffield S7 2DW
United Kingdom

Etienne CHAMPETIER
7 rue de nuits

Lyon 69004

France

Brandon Butterworth
56 Wood Lane
London W12 7SB
UK

Ondfej Filip
MileSovska 5
Prague 13000
Czech Republic

Ferry Huberts
Bonairepier 28
Almere 1339KH
NL

David Brown

15 Huntings End Ave
Ottawa Ontario K2M
1L6

Canada

Laszlo Hanyecz

12511 Sun Palm Drive
Jacksonville FL 32225
USA

Justin Parker

111 Liberty View Dr.
Apt 2B

Jersey City NJ 07302
USA

Christoph Franzen
Schleckheimer Stral3e
100

Aachen NRW 52076
Germany

Jon Meek

3 Wilk Ct
Lawrenceville NJ 08648
US

Philip Keyser

567 Riga Mumford Rd
Churchville NY 14428
USA

Christopher Waid
203 Main St #325
Flemington NJ 08822
United States

K. Scott Helms

510 Cottonwood Court
Canton GA 30115
USA

John Adams

245 5th St

#305

San Francisco CA
Usa

Daniel AJ Sokolov
91 Nelsons Landing
Bkvd, Suite 600
Bedford Nova Scotia
B4A3X4

Canada

Jay Farrell

2307 Christian St
Philadelphia PA 19146
UsS

Shawn Laemmrich
204 State Ave
Baraga Mi 49908
USA

Andrew McGregor
5/48 Pirrama Rd
Pyrmont NSW 2009
Australia

William A. McArthur Jr
5081 Ortega Forest Dr.
Jacksonville Florida
32210

United States

Jason Azze

25 Cardigan Mountain
Road

Orange NH 03741
USA

Zefir Kurtisi
Zelgwiesstr. 3
Bubikon ZH 8608
Switzerland

Robert Nichols
9656 Mt Olive Rd
Mt Pleasant North
Carolina 28124
United States

David M Ramsey
3000 Rustic Ln
Charlotte NC 28210
UsS

Camden Lindsay

1104 Dry Hollow Road
The Dalles OR 97058
United States



Harald Geyer
Schallergasse 38/30
Vienna 1120
Austria

Stephen Satchell
9350 Double R Blvd,
#2217

Reno NV 89521
USA

Ross Vandegrift

35 Birchwood Hts
Storrs Mansfield CT
06268

USA

Thomas Hiihn
Ernst-Reuter-Platz 7
Berlin 10587
Germany

Bedrich Kosata
Milanska 463
Prague 10900
Czech Republic

Andrew Bradford
1870 Halesworth Ln
Ontario NY 14519
USA

Royce Williams
12115 Woodchase Cir
Anchorage AK 99516
United States

Bradley M. Kuhn
NE Portland
Portland OR 97214
USA

Nate Itkin

PO Box 928949

San Diego CA 92192
United States

James R. Maynard III
1831 Oakwood Drive
Fairmont MN 56031
USA

Andrew Wentzell
6391 Grebe Court
Lake Worth 33463
USA

Karen Sandler
385 11th St
Brooklyn 11215
USA

Aaron Zsembery
955 Canandaigua Rd
PalmyrA NY 14522
USA

Hauke Mehrtens
Weddigenstrafie 27
Miinchen 81737
Germany

Sam Mulvey

1401 Sprague Ave #242
Tacoma WA 98405
USA

Keith Mitchell
13900 S Park Blvd
Shaker Heights Ohio
44120

United States

Emilie Liv Bang-Jensen
Munkedammen 26
Lejre 4320

Denmark

Christian Huldt
Sodersunda 404
Runmar6é 13038
Sweden

Kelvin Edmison

13 Thomas Fuller Drive
Ottawa Ontario K2W
1A4

Canada

Brian REichert

25 East Derry Road
Derry NH 03038
USA

virendra rode

5300 California way
Irvine CA 92614
USA

Robert Thau

9 Magazine St.
Cambridge MA 02139
USA

Stephen Paul Weber
380 Louisa St
Kitchener ON N2H5N4
Canada

Thomas Umbach
Gebroeders
Danhieuxstraat 8/3
Overijse Vlaams-
Brabant 3090
Belgium

Philip Dorr

804 Lexington Rd
Pleasant Hill MO 64080
United States

Francis Rowe

19 Hilton Road
Canvey island Canvey
Island SS89QA

Essex



Keith Milner
Grenville, Orchard
Chase

Hurst

Wokingham Unknown
RG10 OSW

United Kingdom

Mark Ivens

2 Mulgrave Road
London London NW10
1BT

UK

Nicolaus L Hepler
4205 Mowry Ave #18
Fremont CA 94538
United States

J Greg Retkowski

411 Walnut St #1716
Green Cove Springs FL
32043

United States

James Blessing
136 Eccles Old Rd
Salford No State
Required M6 8QQ
United Kingdom

Per Gregers Bilse

5 Alphabet Square
London London E3 3RT
United Kingdom

Joe Abley

103-186 Albert Street
London ON N6A 1M1
Canada

Nikos Koutsioumaris
Mezonos 229

Patras Achaia 26222
Greece

Susan E Sons

1600 N. Willis Dr. #12
Bloomington IN 47404
USA

Steven Kinneberg

2840 139th Ave SE Apt
32

Bellevue WA 98005
USA

Mike Jenkins

Emeria House

71-73 Middlemarsh
Street

Dorchester Dorset DT1
3FD

UK

Mike Dilworth

3 Cedar Court
Blakelands

Milton Keynes
Buckinghamshire MK 14
5GA

UK

John Todd

818 SW 3rd Ave, PMB
1239

Portland Oregon 97204
United States

Ted Fischer

267 Myrtle Ave
Apt 1

Albany New York
12208

U.S.

Patrick Rene

14, Club road

Vacoas Plaines Williams
73423

Mauritius

Daniel Mark Havey
7314 152nd ct NE
Redmond Ca 98052
UsS

Thomas Jepp

9 Two Pike Leys
Coton Park

Rugby Warwickshire
CV23 0GS

United Kingdom

Ian Tomkins

38 Pennington Close
Colden Common
Winchester England
SO21 1UR

UK

Chris Burton

17 Lowfield Lane
Balderton

Newark
Nottinghamshire NG24
3HJ

United Kingdom

Joshua Gay

170 Dwight St.

New Haven CT 06511
USA

Jonathan Bennett
2318 nw 43rd st
Lawton OK 73505
United States

Ramaswamy Aditya
8605 169th Ct NE
Redmond WA 98052
USA

Leandro Navarro
Jordi Girona 1-3, D6
Barcelona Catalonia
8034 Spain



Orville Beach

3008 Waukegan Ave
Simi Valley CA 93063
United States

Dave Téht
Karlstad University
SE-65188 Karlstad
Sweden

Joe Ayers

28251 Coulter

Mission Viejo California
92692

United States

Darryl Quinn
5914 Pacco Ln
Magnolia, TX
magnoli Tx 77354
USA

Steven M. Bellovin
Department of
Computer Science
Columbia University
New York NY 10027
UsS

Thomas P Burdell
North Avenue
Atlanta, GA 30332

Randolph Smith

619 Calvin St
Washington Township
New Jersey
Washington Township
New Jersey 07676 USA

Michael Brown

16469 E 200 North Rd
Heyworth, IL 61745
USA

Andre Hansen

2113 Via Monserate
Fallbrook CA:
CALIFORNIA 92028
USA

Andreas Gruenbacher
Papiermiihlgasse 18/28
Graz Styria 8020
Austria

Jeff Loughlin

1431 Henry Drive
Downingtown PA
19335

USA

Linus Torvalds

The Linux Foundation
660 York Street, Suite
102

San Francisco, CA
94110

David Lang
1750 Alviso Street
Simi Valley, CA 93065

Lubomir

Hlboka Cesta 1
Bratislava Slovak
Republic 811 04
Slovak Republic

Justin McCann

1315 King Avenue
Pittsburgh Pennsylvania
15206

United States

Aimee Braca

209 Cooper Ave, Suite 6
Upper Montclair, NJ
07043

Dane Medic

Staro selo 7

Kobarid Kobarid 5222
Slovenia

Bryan Schmersal
2712 Cole Road
Wexford PA 15090
USA

Joseph Swick

14 Old Wilton Rd

New Ipswich NH 03071
USA

Shashank Sabniveesu
2872 University
Avenue, Apt# A
Morgantown WV 26505
United States

Paul Mansfield

29 Worcester, Hardwick
Cambridge
Cambridgeshire CB23
7XG

England

Andrew Madsen
PO Box 6487
Alameda CA 94501

Nic Lewis

Eyebury Road

Eye, Peterborough PE6
7TH UK

George Klissiaris
Lamias 12A Gerakas
Athens Attica Greece

Abdool Irshaad
Grand Port
230 Mauritius



Dave Brockman
PO BOX 4121
Chattanooga, TN 37401

Ahmed Elmokashfi
P.O. Box 134
Lysaker NA 1325
Norway

Abdul Hakeem
Abbeydale Close
Church Langley
Harlow Essex
CM179QB UK

Steven T. Stolen
1409 S 85th St
Tacoma, WA 98444
USA

Matt Broekemeier
107 W Loma Vista#102
Tempe AZ 85282 USA

Paulo Sequeira
Residencial Colegios
Norte, casa C-12

San Vicente de Moravia
San José 11401 Costa
Rica

Macy M Hallock
3920 Burgundy Bay
Blvd. W

Medina Ohio 44256

Michael Kennedy
PO Box 771261
Saint Louis, MO 63177

Peter Steinhduser
Breitenweg 10
6370 Stans
Switzerland



